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RESPONSIBLE DATA SHARING IN HEALTH AND HEALTHCARE

PREFACE

Australia

Hong Kong
The rich sharing and discussions India
on the topic of data sharing in the Japan

Malaysia
Philippines

|
l\ Singapore
| Loy Taiwan
' o Va3t Thailand
N f 2 USA

Overview of
Roundtable
Experts

health sector during the Precision
Public Health Asia Conference 2021
encouraged us to further explore this
matter. Against the backdrop of the
pandemic and the unprecedented
sharing of data and information on
all COVID-19 related matters, we held
six roundtable sessions with more
than 30 experts representing different
countries and professional groups to
hear their views, insights and advice on
this topic.

Across the world, the healthcare sector
is facing the common challenges
of an ageing population, increased
healthcare needs and rising healthcare
expenditure. In this setting, the growing
prevalence of digital health is a key
development that has the potential to
disrupt the way governments, payers,
providers and communities think about
health and healthcare. Governments,
ministries of health and international
organisations recognise this trend and
acknowledge that “digital health is

Academia and
Research

Governments

Healthcare Technology

here to stay”. In the 2018 World Health Ll et
Assembly, Member States voted to
adopt the resolution on Digital Health. In 2021, WHO published a Global Strategy on Digital Health, the Asian

Development Bank launched a Digital Health Implementation Guide for the Pacific and the World Bank published
its Digital Health Assessment Toolkit Guide.

Digital services generate an enormous amount of healthcare data. Indeed, “data is the new oil” but how can we
harness the value of health and healthcare data?

The insights and advice gleaned from the roundtables are succinctly captured in this White Paper on Responsible Data
Sharing in Health and Healthcare. This White Paper provides useful and practical steps for readers who are working
towards a more progressive future where health data are shared more openly, in a safe and responsible manner
and in a way that value-adds to health systems around the world. Similar to how the roundtable sessions brought
together stakeholders from different backgrounds - including policy makers, healthcare providers, technical experts
in data sharing and technology systems, pharmaceutical companies, medical device manufacturers, researchers,
academics, insurers and payers - we hope that this report will provide a useful starting point for conversations
amongst stakeholders and serve as a scaffold for us to build a better future together.

Dr Clive Tan

On behalf of the teams at the Precision Public Health Asia Society
and the Saw Swee Hock School of Public Health, National University of Singapore

2022


https://sph.nus.edu.sg/2021/04/precision-public-health-transforming-health-with-data/
https://sph.nus.edu.sg/2021/04/precision-public-health-transforming-health-with-data/
https://apps.who.int/gb/ebwha/pdf_files/WHA71/A71_ACONF1-en.pdf
https://www.who.int/docs/default-source/documents/gs4dhdaa2a9f352b0445bafbc79ca799dce4d.pdf
https://www.adb.org/sites/default/files/publication/677181/digital-health-implementation-guide.pdf
https://openknowledge.worldbank.org/bitstream/handle/10986/36547/Digital Health Assessment Toolkit GUIDE.pdf
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EXECUTIVE SUMMARY

Investments and spending in health and healthcare in Asia have grown. As healthcare becomes increasingly digital,
countries and organisations have in their hands an increasing amount of health data. Sharing and integrating multiple
data points can unravel unique insights that can improve population health. Three key factors influence whether
countries can build a robust health and healthcare data sharing ecosystem: (i) the country’s level of familiarity
with managing data, data sharing arrangements and data sharing technology; (ii) the prevalence of the use of
electronic medical records systems by healthcare providers and stakeholders in the healthcare ecosystem and (iii)
the presence of a national-level body that is responsible for the development of the health and healthcare data
sharing ecosystem.

To progressively build up the capabilities that are required to create a seamless data sharing ecosystem, a data
sharing framework needs to be devised first. Establishing a data sharing framework must be a joint effort involving
multiple stakeholders and collaborative dialogue among governments, the private sector, academia and the public.
Such a framework would comprise of several key building blocks: (i) data sharing strategy, (ii) technical and
technological capacity, (iii) regulatory and legal capacity and (iv) an approach to operationalising data sharing.

To build technical and technological capacity and to enable stakeholders to share health and healthcare data
responsibly and safely, there must be an agreed way to classify and tier data into different categories. Within each
category, there should be different sensitivity tiers for certain data fields. These tiers would then inform the optimal
data sharing strategy - whether the data can be shared more openly or in a more restricted and controlled manner.

When deciding how to share data, it is useful to identify the roles of different stakeholders in the data sharing
ecosystem: (i) data generators, (ii) data users, (iii) data ecosystem regulator and governing agency and (iv) data
exchange platform and IT service provider. Understanding the roles, needs and responsibilities of the stakeholders
in the system is an important starting point for conversations, and for building different levels of control and access
to the data. For those starting out on this data sharing journey, it is important to start small, be conscious about the
need to build trust and confidence and collaborate with natural partners first.

Meaningful data sharing can only take place in a trusted environment where there are clear measures to safeguard
the confidentiality, integrity and availability of information. The key components of trust-building start with
transparency of processes and common rules on how data are shared, used, managed and protected. Trusted data
sharing for health and healthcare data must be built on the understanding that there is consent given for secondary
uses of these datasets. In each trusted environment and data sharing ecosystem, the data ecosystem regulator and
governing entity that is responsible for maintaining the integrity of data and managing its authorised use must
show that it prioritises the public’s interest. This agency must also have strong, clear and timely communication
with members of the public on news and updates about the data sharing ecosystem, especially when it comes to
dealing with negative events such as data leaks or cybersecurity incidents.

When the capabilities mentioned above have been set up, we can then effectively harness the value of shared
data at three levels: (i) individuals, families and communities; (ii) companies and healthcare providers and (iii)
governments and regulators. Data sharing is a means to an end, and we must not forget to harness the value of our
efforts and investments in this endeavour. Now, let us prepare the grounds for responsible data sharing and sow the
seeds for a better future.
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CURRENT STATE OF DATA SHARING
IN HEALTH AND HEALTHCARE IN ASIA

The accelerating digital economy has led to an unprecedented advent of new technologies, gen-
erated high amounts of data and lowered costs of data storage and sharing. As Asia becomes
more affluent and undergoes a demographic transition due to its ageing population, investments
and spending in health and healthcare have grown. Health and healthcare are increasingly digital,

resulting in greater access to services and a growing amount of health data.

The use and integration of health and healthcare data, coupled with artificial intelligence or
machine learning, in identifying needs and offering personalised interventions present potentially
significant benefits for public health. However, data are often fragmented and dispersed across
multiple databases held by different stakeholders. With a wide range of data privacy laws, data
sharing infrastructures, digital expertise and financing across the region, there is no established
nor clear way of how to move forward to encourage cross-border data sharing in health and

healthcare.

Countries are at different stages of maturity and development

Three factors were identified from the roundtable discussions as important considerations for
assessing a country’s level of development and maturity regarding data sharing in health and
healthcare. A self-assessment based on these three factors can help identify and understand
the country’s current state and enable plans for progress towards a stronger health and health-

care data sharing ecosystem.

The country’s level of familiarity with managing data, data sharing arrangements and data

sharing technology

Building data sharing expertise, capabilities and technology often do not start in the health and
healthcare sector but rather in sectors such as finance, commerce, trade and law enforcement.
A country’s level of familiarity with managing data, data sharing arrangements and data sharing
technology is often observable through its overall supporting IT infrastructure, the presence
of relevant regulations and the strength of its national and sectoral data sharing frameworks.
Advancements with data sharing in other sectors are positive developments for the sharing of

health and healthcare data.

The prevalence of the use of electronic medical records systems by healthcare providers and

stakeholders in the healthcare ecosystem

Digitalisation of medical records is a good indicator of a country’s readiness to adopt data sharing
in health and healthcare. Several organisations have put in place tools to measure this, such as the
Healthcare Information and Management Systems Society’s (HIMSS) Electronic Medical Record
Adoption Model (EMRAM). Hospitals and healthcare providers around the world can be evaluated
by HIMSS to assess and understand their stage of digital maturity, on a scale of 1to 7 with level
7 being the highest score. While it is encouraging for countries to have healthcare providers who
have attained high levels of digitalisation and electronic medical records (EMR) usage, it is per-
haps more important to look at the level of EMR usage across a range of healthcare providers in

the country when assessing the country’s readiness for data sharing.

The presence of a national-level body that is responsible for the development of the health

and healthcare data sharing ecosystem

Countries in the region with an agency or government body appointed to oversee health and
healthcare data are well placed to convene stakeholders, set standards, assign responsibilities
and promote best practices for the country. For example, Australia’s Digital Health Agency es-

tablished in 2016 has helped to fast-track greater use of electronic health records, electronic

prescribing and shared health and immunisation records across the country.


https://www.himss.org/what-we-do-solutions/digital-health-transformation/maturity-models/electronic-medical-record-adoption-model-emram
https://www.digitalhealth.gov.au/
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Figure 1 highlights some examples of the current state of data sharing in health and healthcare relating to the
aforementioned three factors in countries and territories in the Asia Pacific region, that were brought up by the
roundtable experts.

¢ Act on the Protection of Personal
Information (APPI)

* Electronic Health Record (EHR) was
introduced by the Ministry of Health,
Labour and Welfare through the Grand
Design towards Computerisation

* Personal Data Protection Act

* Department of Statistics of Ministry of
Health and Welfare governs the National
Health Insurance Research Database
(NHIRD), which also encompasses the
National Health Insurance (NHI) system

Hong Kong

¢ Hospital Authority Ordinance

< Hong Kong Hospital Authority oversees
electronic Medical Records (eMR)

Philippines

¢ Philippine Health Information
Exchange (PHIE) is a platform for
secure electronic access and efficient
exchange under the Philippine eHealth
Strategic Framework and Plan

* Personal Data Protection Act

« Personal Data
Protection Bill

* National Health
Authority (NHA) is the
implementing agency
of the Ayushman
Bharat Digital Mission,
enabled by the digital
infrastructure National
Health Stack (provides
the backbone for
data exchange and
interoperability for

healthcare)
* Use of patient data for secondary

purposes governed by the Human

« Personal Data Protection Act

« Electronic Medical Record (EMR) : Biomedical Research Act
* Under the Ministry of Health, : » Integrated Health Information Systems
the Malaysian Health Data : (IHiS), under the Ministry of Health
Warehouse (MyHDW) is a : Holdings (MOHH), manages the National
: national healthcare information : Electronic Health Record (NEHR) and
Examples related gathering and reporting system : oversees the digital infrastructure of the
to a country’s level 0 o public healthcare system

of familiarity with

managing data : q :
gingdata ...l Thailand ;
® e - e
a country’s electronic « Personal Data Protection Act

medical records system + Ministry of Public Health’s Center ¢ The Privacy Act
Examples related for Information Technology and « Digital Health Agency oversees My Health
to a national-level Communications Record and other eHealth programs

digital health body

Figure 1: Data Sharing Initiatives in Health and Healthcare in the Asia Pacific
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Recognising the challenges and tangible actions for stakeholders

Countries in the region are at different stages of digital maturity. They will need to overcome
their own unique set of challenges so that the region can move towards a more progressive,
responsible and widespread data sharing ecosystem in the health sector.

Experts at the roundtable sessions shared on the challenge of fostering political will and the
importance of vested stakeholders in creating momentum for data sharing initiatives at the
outset. In circumstances where developments are progressing slowly, the root causes may
trace back to national geopolitical issues or from conflicts between different stakeholders
within the health and healthcare data sharing ecosystem. Stakeholders may also be held back
by the belief that health and healthcare data are more sensitive than other types of data, and
from a lack of technical know-how on the next steps to take. However, the COVID-19 pandemic
is a great example of how progress can be rapidly made if there is a strong collective vision
and a pressing need to share data. Against the backdrop of the pandemic, countries were able
to come together to rapidly foster political will to share data about the virus genome, trans-
missibility and vaccination rates across borders.

For data sharing to take place, the data must first exist in digital form and be accessible. In
certain settings, health and healthcare data are still paper-based and that is a major barrier
to participating in the data sharing conversation. With the growing recognition of the value
of data, many organisations have moved on to digitise their data. However, ensuring that the
data are accessible remains a challenge as there is a tendency to protect data and layer on
administrative red tape. Such challenges exist even within organisations where data sharing
between departments may be suboptimal. The situation can be improved as stakeholders
develop clear regulatory and legal frameworks that allow and encourage data sharing as the
baseline default state. This can be done with clear rules, guidelines and measures in place to
prevent abuse, ensure security and address privacy concerns.

The value and benefits of data sharing can be better optimised when more stakeholders can
participate in and be part of the data sharing ecosystem. From a regional perspective, there
is a need to increase investments to build technical capacity and interoperability in countries
that are still developing their capabilities in this domain. To improve equity, it is crucial to
ensure that the gap between countries does not widen further as technology continues to
advance.

The differences in countries’ developmental stages across the region also mean that best
practices and recommendations will need to be contextualised according to respective coun-
tries’ needs and development priorities. As a result, there cannot be a one-size-fits-all solution.

These political, regulatory, technological and cultural concerns must be identified and ad-
dressed to advance national-level data sharing and move towards cross-border data sharing
in the longer run. The rest of this report will provide insights on several of these challenges
and offer recommendations on tangible steps that stakeholders can take to realise this vision.
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A FRAMEWORK FOR TRUSTED AND
RESPONSIBLE DATA SHARING

Having a framework is the first step

Data sharing must be done in a safe and responsible manner. However, there is often no man-
date or push to share data; if left alone, the healthcare sector will remain at the current status
quo which can lead to huge opportunity costs. To enable the safe, trusted and responsible
sharing of health and healthcare data, it is essential to have a data sharing framework and de-
velopment roadmap to provide structure and continual guidance to the healthcare industry to
progress towards a future proof data sharing system.

Convening stakeholders and co-creating the framework

The creation of a data sharing framework should be a joint effort involving multiple stakehold-
ers so that it is mutually agreed upon, standardised and harmonised. Collaborative dialogue
is required to fuel the starting momentum required to shift the culture towards data sharing.
Therefore, elements such as political will, convening power and trust among stakeholders are
important to establish at the outset, even before more technical aspects, such as the framework
itself, are discussed.

Potential drawbacks of involvement Potential benefits of involvement

Governments ¢ Vital to support the establishment

¢ Stick to the status quo, risk- of a framework
averse, rigid and bureaucratic PR B °

¢ Integral to create an environment
¢ Desire to maintain political power that is conducive for data sharing
in health and healthcare

Approach to involvement: educate governments on the importance of data sharing
in an interoperable and safe manner to fuel innovation and stay competitive globally

Private Sector « Driver of innovation and quality

i . [ SSORRN P u = = [POT e ° Efficient, provides fast turnovers
potential lack of transparency, | and can lighten costs of building

S mndicompliance data sharing infrastructure

e Driven by commercial interests

Approach to involvement: align profit incentive with public good motivation

Academia & Institutes ¢ Large producers of data, research

and innovation

Bureaucratic and administrative .
¢ Can act as third-party neutral

intermediaries when convening
stakeholders with competing
interests

Inefficient and slow turnovers

Approach to involvement: unleash the power of collaborations and public private partnerships

¢ Public participation can be time General Public
@

consuming and expensive

¢ Gives the general public a voice

................. @ ° Keeps the end-user in mind
and creates a user-centric data
sharing environment

- Fear of the unknown and public @ oeeernerenees - @
backlash may occur if public
participation not implemented well

SN T N
L N~ N~

Approach to involvement: spread awareness on the responsible use of data and restrict fake news

Figure 2: Understanding the Stakeholders in the Ecosystem
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Multi-sectoral engagement of stakeholders such as the government, private sector, academia
and public is required to create a framework that is common. Trusted and responsible data
sharing is a joint responsibility among all parties, and therefore co-creation of the framework is
a critical step.

Building blocks of the framework

Having a standardised and harmonised regional data sharing framework that is comprehensive
and widely applicable across Asian countries in varied states of development will help the region
progress to a common desired end state. To help us envision how we can set up such a frame-
work, the example of Singapore’s Infocomm Media Development Authority’s (IMDA) and Personal
Data Protection Commission’s (PDPC) Trusted Data Sharing Framework would be instructive.
Given the perceived sensitivities surrounding health and healthcare data sharing, there should be
a sharing framework (similar to IMDA and PDPC’s) that is contextualised and specific to the health
domain. This would then be similar to how the Association of Banks in Singapore (ABS) adapted
the IMDA and PDPC model to create a data sharing framework for the finance sector.

Figure 3 encapsulates a collection of best practices, framework building blocks and useful ap-
proaches collated from existing frameworks and shared by experts in this field. Stakeholders
can consider these insights to build and adapt a framework that is feasible within and relevant
to their local contexts.

Technical and
Technological
Capacity

Regulatory and Operationalise
Legal Capacity Data Sharing

Data Sharing
Strategy

Run a small-scale
implementation
if required

Develop digital

Establish a set infrastructure

of fundamental
principles

Appoint a data

Promote data
usage

Classify and

tier data regulator and

governing entity

Set a strategic
vision and Create a conducive
measurable goals Define the legal environment
data sharing that balances data
arrangement protection and
data innovation

Monitor, evaluate
and improve
the data sharing
arrangement

Figure 3: Building Blocks of a Data Sharing Framework for Health and Healthcare


https://www.imda.gov.sg/-/media/Imda/Files/Programme/AI-Data-Innovation/Trusted-Data-Sharing-Framework.pdf
https://abs.org.sg/docs/library/data-sharing-handbook-for-banks-and-non-bank-data-ecosystem-partners.pdf
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Once the data sharing strategy is established, technical/technological and regulatory/legal ca-
pabilities need to be developed in tandem before data sharing can be operationalised and
executed.

Data sharing strategy

Establishing a set of fundamental and shared principles helps to define the values and standards
that dictate how the data will flow and to align stakeholders on the ethos to follow going forward.
When creating and agreeing on principles, it is helpful to categorise them into the three buckets
of the United Nation’s Roadmap on Digital Cooperation: “Connect, Respect, Protect”.

“Connect” emphasises the capability to create governing and technological systems that facil-
itate easy “connection”. Therefore, principles such as interoperability, alignment with e-health
goals, agility, user experience and removal of unnecessary red tape become important.

405

What is the capability of the government to actually create systems that are e -
not bureaucratic, cumbersome and don’t have red tape or multiple layers of o
approval? But one that can actually help everybody move towards - in health ,’ )
promotion terms, we would say the healthy choices are the easy choices - so —\
how do we make sharing of health data a healthy choice AND make it easy? ) \\\

N &

o A

With regards to “respect”, the framework should focus on values such as public good, trust,
transparency, equity and digital inclusion. Lastly, “protect” includes protective features and
measures for data systems and its users, including data privacy and data security. Examples of
similar principles related to technology and data sharing include the FAIR principles and those
by WHO.

Next, creating a strategic vision and setting up specific and actionable goals can help to formu-
late the data sharing strategy.

Technical and technological capacity

Given the different levels of technological maturity in Asia, it is important to first develop the
digital infrastructure so that it can progress from a paper-based or siloed data ecosystem to a
digital and integrated system. The digital infrastructure can be strengthened by having a strong
baseline level of data protection and data security standards, and by incorporating best prac-
tices such as digital identifiers and privacy-preserving techniques like pseudonymisation and
hashing. Investing in data digitalisation and training professionals to support the infrastructure
can help to build up technical capacity.

Once the appropriate digital architecture is set up nationally and regionally, cross-border data
flow can progress. When embarking on cross-border data sharing arrangements, data need to
be classified and risk-tiered to determine the appropriate data sharing model and the underly-
ing technology (e.g., cloud-based, blockchain, APIs etc). This White Paper further elaborates on
data tiering and data sharing arrangements in later chapters.


https://www.un.org/en/content/digital-cooperation-roadmap/assets/pdf/Roadmap_for_Digital_Cooperation_EN.pdf
https://www.go-fair.org/fair-principles/
https://www.who.int/data/principles
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Regulatory and legal capacity

This building block of the framework relates to the responsibilities of regulators and govern-
ments. Cultivating trust is foundational to building a trusted and responsible data sharing eco-
system. The appointment of a governing entity responsible for health and healthcare data shar-
ing that is cross-sectoral, supervisory and independent is of paramount importance for data
governance. This engenders a sense of trust in the public that there is a trusted governing entity
that exists to oversee data sharing and is responsible for managing negative incidents such as
data leaks and cybersecurity breaches. In most situations, these digital health agencies are ap-
pointed and established at the state- and national-level. Potentially, these national bodies can
then collaborate across the region to build a regional body for data governance and sharing.

Legislation is another key aspect. Rigid privacy laws, policies and standards that hinder and
restrict data sharing, localise data and do not allow data to flow by default need to be carefully
avoided. They could disadvantage the country or region and make them less competitive on
the global stage. It could also limit opportunities for data exploration and analysis, and curtail
innovation and discovery. Concurrently, we know that healthcare data can be sensitive, thereby
justifying the need to prioritise cybersecurity, data privacy and integrity. Robust legislation is
required to establish trust and define the allowable uses of data to protect data generators.
Therefore, systems, laws and policies need to create an environment where the scales are bal-
anced between the incentives for innovation and the need for protection.

In Asia, Brunei and Myanmar currently have no laws in place governing personal data while Ma-
laysia, Thailand and Singapore have their versions of the Personal Data Protection Act (PDPA),
which is similar to the European Union’s General Data Protection Regulation (GDPR). While
many of these laws are historically conservative, it would be useful to update them to align them
with the latest technological and regulatory developments. To illustrate this progressive change,
the ASEAN Model Contractual Clauses were derived from the ASEAN Framework on Personal
Data Protection in 2021 to establish a modern, voluntary and legal basis for cross-border data
flow within ASEAN. However, since the PDPA, GDPR and ASEAN Model Contractual Clauses
pertain to personal data protection in general, a legal framework contextualised to digital health
that supports the use of data as a medical asset may still be required.

Later sections of this White Paper cover how stakeholders can cultivate trust through regulato-
ry and legal interventions.

Operationalise data sharing

Once the first three building blocks help to establish the foundation of a data sharing ecosystem,
the fourth block emphasises implementation. Before going live, consider running a small-scale
implementation of the data sharing ecosystem as this allows for feedback, refining and validat-
ing the proof of concept. At the end of the day, the point of sharing data is to use the data. An
OECD Working Paper showed that the widespread availability of datasets may not necessarily
correlate with the usage of that data. The last section of this White Paper dives deep into how
stakeholders can encourage the use of shared data to draw out the value of it, essentially un-
locking the rich insights and utility that integrated data can unfold. Finally, it would be helpful
to incorporate a process for continued and regular evaluation, monitoring and improvement so
that the data sharing environment is adaptable and agile to new developments in the space.

In conclusion, creating a framework is of paramount importance to provide structural guidance
for the region and the healthcare industry to progress towards a future-oriented data sharing en-
vironment. Cross-country and multi-sectoral engagement of stakeholders are required to co-cre-
ate the foundational building blocks of a harmonised framework, so that stakeholders can align
on the strategic, technical, regulatory and implementational aspects of their data sharing journey.


https://www.zicolaw.com/wp-content/uploads/2020/09/ASEAN-INSIDERS_PDPA-in-ASEAN-3.pdf
https://asean.org/wp-content/uploads/2021/08/ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows.pdf
https://www.oecd-ilibrary.org/docserver/55d24b5d-en.pdf?expires=1644762277&id=id&accname=guest&checksum=EC1ED3074727713B0CEA61680990A4EC
https://asean.org/wp-content/uploads/2012/05/10-ASEAN-Framework-on-PDP.pdf
https://asean.org/wp-content/uploads/2012/05/10-ASEAN-Framework-on-PDP.pdf
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DATA CLASSIFICATION AND TIERING

To enable stakeholders to responsibly and safely share health and healthcare data, there must
be an agreed way to classify and tier the data into categories for the purpose of data sharing.
While there can be many ways to categorise data in health and healthcare, two of the more
commonly used parameters are: (i) data type and (ii) data sensitivity.

Classification by data type

There are many sources and generators of data, such as data collected from health sensors,
medical images, laboratory tests, electronic health records, patient registries, clinical and phar-
maceutical claims, genome registries and clinical trials. One way for stakeholders to work to-
wards a framework for data sharing is to start classifying data into common and agreed-upon
data types. If there is no standardised taxonomy for the classification of health and healthcare
data, it is difficult to talk about data sharing on a meaningful scale. Figure 4 provides a way for

us to categorise and classify these data by data types.

Data Type

Demographic

Consumer
Generated
Health Data

Environmental

Research

Definition

Attributes of the
population under study

Data collected through
the course of medical
treatment at healthcare
units

Information on the
health and behaviour
of individuals collected
through personal smart
devices

Information related
to the financing of
healthcare

Information gathered
from the context in
which people live

Data collected through
healthcare research
and clinical trials

Figure 4: Data Types in Health and Healthcare

Examples

Age, race, sex, education,
occupation, income, etc.

Vital parameters,
medication, medical
tests, imaging, electronic
health records, etc.

Smart personal devices
data such as sleep
patterns, heart rate,
physical activity, etc.

Claims and
reimbursements, out-of-
pocket costs, hospital
financial statements, etc.

Air, food and water
quality; safety;
infrastructure etc.

Genomics, observational
studies, etc.

Possible Applications

Population stratification, bias
prevention, etc.

Medical diagnosis, treatment,
continuity of care, etc.

Health self-management,
behaviour and social habits
assessment, etc.

Cost-effective analyses, health
technology assessments,
health economic models, etc.

Impact of social determinants
of health, etc.

Pharmacogenomics,

clinical trials improvement,
advancements and innovation
in healthcare, etc.
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Tiering by data sensitivity

Tiering health and healthcare data based on sensitivity provides a useful framework for stake-
holders and regulators to identify the level of protection required and the potential rules and
processes to put in place for responsible, ethical and legal sharing of these data.

Figure 5 presents a way for us to risk-tier health and healthcare data, in a format that can be
easily adapted to address one’s organisational needs.

Data Tier Data Sensitivity Data Sharing Arrangement
V' N V' N
Tier 1 Low Open Access
Data Tier 2 Moderate Controlled Access: Restricted Degree of
Spectrum Openness
Tier 3 High Controlled Access: Closed
v

Data Spectrum

Data Sensitivity

Degree of
Openness

Spectrum of data ranging across tiers that are less sensitive to tiers that are more sensitive.
Relates to the risk of re-identification and the impact of loss of the data.

Relates to the appropriate data sharing arrangement. Degree of openness reduces as one goes down
the data spectrum; less sensitive tiers can be shared via open access while more sensitive tiers must be
shared via controlled access.

Figure 5: Data Tiering Framework for Health and Healthcare

In Figure 5, we consider that the sensitivity of the data will determine the optimal data dis-
semination strategy, i.e., whether the data can be shared openly or in a more restricted and
closed arrangement. Data sensitivity considers the risk of re-identification and the impact of
loss, i.e., the financial, operational, reputational and legal impacts of a data leak on operations,
organisations and individuals.

Data in tier 1 would be less sensitive, have a limited impact of loss and have low value. For ex-
ample, anonymised data could fit into tier 1 since it is almost impossible to identify individuals
from such data and is not of much value thereby having a minimal impact of loss. Such data can
be shared easily in a less costly and more accessible way on an open access basis. One such
example is the EU’s GDPR, which stipulates that anonymised data can be exempted from privacy
regulations.



https://www.dsgvo-portal.de/gdpr_recital_26.php
https://www.dsgvo-portal.de/gdpr_recital_26.php
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Tier 2 data could include data such as aggregated or de-identified data. Aggregated data com-
bines and summarises many data points to highlight macro-level or population-level trends.
Though raw data and individual information are not accessed, there is a moderate risk of re-iden-
tification if the correct scientific analysis is performed on aggregated data. Deidentified data is
a common privacy safeguard since it removes the identifiers from protected health information;
however, due to technological advances and the ability to combine de-identified data with other
data sources, there is a moderate risk of re-identification and impact of loss. Consequently, tier
2 data should be shared in a more restricted manner with higher technical and legal safeguards.

Lastly, tier 3 data, which would include data like sensitive health information and genomic data,
are usually shared in a more controlled and closed manner due to the potentially sensitive risk
of data re-identification and the high impact of loss. Therefore, risk-tiering data is important to
determine the required level of gatekeeping and the most appropriate arrangement to share
the data.

Taking action for data classification and tiering

Classifying and risk-tiering data into a common codified framework allows for a more nuanced
understanding of the data in order to ensure seamless compatible data exchange. When stake-
holders come together to establish this data classification and sensitivity tiering framework,
they need to consider the following:

Convene stakeholders to agree on the need for standardisation and common definitions

Different organisations within the ecosystem will likely have different ways of classifying and
categorising their data types and differing definitions - this is to be expected. Identifying the
differences is the first step towards building an agreement and consensus. Agreeing on the
need for standardisation and common definitions is the next step towards creating a data clas-
sification and tiering system that is generalisable and widely applicable.

Keep it simple

When creating this framework and ecosystem for a wide range of stakeholders, there is a ten-
dency for rules to be gradually added on and processes to grow in complexity. However, when
the system gets too complex and the processes get too complicated, stakeholders and users
will find it too cumbersome to want to use the system. At the convergence phase of the process,
the stakeholders must have a healthy obsession to keep the system, in the words of Einstein, “as
simple as possible (but no simpler)”.

Make it user centric

Keeping the end-user of the data sharing ecosystem in mind is important. To prevent public
confusion about data types, the framework must have clear definitions and be easy to under-
stand and use.

In addition to Figures 4 and 5, existing international standards, such as those developed by the
National Institute of Standards and Technology (NIST) or the International Standards Organisa-
tion (ISO), can also be used as helpful references for organisations to classify and tier their data.
These are small tangible steps that stakeholders can take to lay the foundation for building a
strong data sharing ecosystem.



https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://www.iso.org/standard/71670.html
https://www.iso.org/standard/71670.html
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DATA SHARING ARRANGEMENTS -
HOW TO SHARE DATA?

Roles in a health data sharing ecosystem

In an optimised data sharing ecosystem for health and healthcare data, stakeholders can view
themselves as having one or more of these roles: data generator, data user, data regulator &
governing entity and/or data exchange platform & IT service provider.
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Figure 6: Roles in a Health Data Sharing Ecosystem
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Depending on their level of involvement and access, different stakeholders will require differ-
ent levels of onboarding and clearance. This helps ensure that each stakeholder in the ecosys-
tem is familiar with the rules, processes and responsibilities of sharing and using data.

Moving from data owners to data stewards

Data ownership was extensively discussed at the roundtable sessions, where experts concurred
that ideally the data generators should be the data owners. However, in practice, information from
data generators may be perceived to be simultaneously owned by different individuals, organisa-
tions, governments and various stakeholders. Data generators share their health and healthcare
data with various stakeholders in the ecosystem through many avenues. This information is gen-
erally obtained and held with consent from data generators. Yet once the data are shared, the
original data generators often do not have much control over their data subsequently. In these
situations where the rights and responsibilities of safeguarding and managing the data are shared
across several stakeholders, the term ‘data owner’ becomes less relevant. Instead, it might be
more progressive to think of stakeholders who hold these data as ‘data stewards’, with certain
rights and responsibilities associated with the privilege of access to these data.

(4

We [a company that collects health data] don’t view ownership of data as

being transferred to us; we do not consider that we own and can decide what 4 -
to use the data for. Typically, our consideration is more of being a custodian .}/{
or steward of the data because we serve our customers: the patients. We /-

hold custody or stewardship of their data so that we can provide better care. _\'
However, in the world today, it is seen that organisations hold the data and X
they use the data for whatever purposes that they deem fit; | think that in N o
itself is wrong. \ ’

2
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Modes of sharing data

Different data sharing arrangements provide different stakeholders with different levels of control
and access. Therefore, it is important to choose the most appropriate data sharing arrangement
that meets the aims and goals of the data sharing ecosystem.

Bilateral Multilateral

Open Access Centralised Federated

are listed below.

Bilateral

Multilateral

Open Access

Controlled
Access

— Centralised

— Federated

Some examples of data sharing arrangements that were brought up by the roundtable experts and are prevalent in the literature

Bilateral data sharing, that is between 2 parties, is the simplest form of data sharing. Usually, an exchange of
data between a data generator and a data user. For example, with a personal medical device that measures
heart rate.

In a more complex multilateral arrangement, 3 or more parties that may hold one or both data generator
and data user roles pool their data to work towards a common objective. For example, sharing data within
a hospital among doctors, nurses, pharmacy and diagnostics.

Open access data sharing arrangements are useful for sharing data that are insensitive enough to be shared
in a public domain. These systems are easy to establish, relatively fuss-free to maintain and more common
in the research and academia space. These data can be readily accessible to data generators and users with
minimal gatekeeping mechanisms. One example is SpringerOpen, where their journal portfolio of more than
200 peer-reviewed journals includes American Association of Pharmaceutical Scientists (AAPS), Journal of
Anaesthesia (JA) Clinical Reports and European Journal of Nuclear Medicine and Molecular Imaging (EJN-
MMI) Research. In this way, SpringerOpen democratises knowledge by removing access barriers.

Controlled access data sharing models are more common and the default, as most of these data have some
levels of sensitivity. Examples of such models include the centralised and federated models, which rely on a
third-party gatekeeper who de-identifies data and/or enhances the security of data shared.

A centralised approach runs all of the functions from a single division that coordinates them. For example,
C-CAT is a centralised database; it coordinates several independent/autonomous platforms (e.g., Cancer
Genomics Repository, Genome Analysis Platform, Liaison for Cancer Genomic Medicine Hospitals, etc.),
aggregates them under a centralised database and makes it available to other academia/industries under
appropriate rules.

Within a federated approach, a single goal is set and the individual divisions take their own initiatives to
reach it. For example, the Genomics England project analyses clinical and genomic data across England
in association with NHS England and over 85 NHS Trusts and hospitals, utilising a federated system under
Amazon Web Services (AWS) to power their cloud platform.

Figure 7: Examples of Data Sharing Arrangements


https://www.springeropen.com/journals
https://www.ncc.go.jp/en/c_cat/about/index.html
https://www.genomicsengland.co.uk/
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When deciding on a data sharing arrangement, a major challenge is managing the differing
perspectives and goals of providers and users. Hence, all stakeholders should have a voice in
the creation of the regulations that govern such a system. Ultimately, the objective is to draw
value from such an arrangement for all involved. Several other sectors, such as finance and se-
curity, have managed to develop systems that benefit both them and their consumers. There is
much potential for the health sector to adapt these best practices and contextualise them to

the health setting.

Data architecture spectrum

éonnected Lakes

Data Warehouse

Data Vault

Data Lake Data Fabric

Data Vault

Data
Warehouse

Data Lake

Connected Lakes

Data Fabric

Refers to siloed databases, which either do not have the regulatory or technical capacity to enable
sharing between each other or are simply unwilling to.

Also known as enterprise data warehouses (EDWSs), they are central repositories of data from multiple
sources. They can be cloud based or built on-premises. The data uploaded are structured, enriched and
clearly defined for use, which enables efficient data analysis. Usually, data warehouses only contain data
from specific sources and in specific formats.

It is also a central repository. Data lakes contain large collections of mixed structured and unstructured
data. Compared to EDWs, the storage of data in data lakes is not as defined - they can contain data from
multiple sources and in multiple forms.

The ability to move between data lakes would transform a system of data lakes into a connected data lake.

A data fabric is composed of different data sources that are so interconnected that they may function
as a single logical unit.

Figure 8: Data Architecture Spectrum
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Many stakeholders holding a significant amount of data would have a data warehouse, which
is in some ways the baseline structure for storing and accessing datasets safely and efficiently.
However, some of these data warehouses end up becoming data vaults when more and more
security and protection requirements get layered on over time. This may occur when organi-
sations become reluctant to allow access to these datasets on the premise that much of the
data are considered sensitive or proprietary. In this climate where cybersecurity incidents are
prevalent and the populace is increasingly sensitive about personal data protection, it does take
considerable effort to prevent data warehouses from becoming data vaults.

Instead, our collective investments and efforts towards building a stronger and robust data
sharing ecosystem and framework should help all stakeholders to move towards a more pro-
gressive data sharing architecture. In such situations, we will see a transition from data ware-
houses to data lakes, to connected data lakes and perhaps eventually to data fabrics in certain
areas where there is high trust and high efficiency.

Importance of interoperability and common data standards

Human to human

Experts acknowledge that there is a need for uniformity and standardisation to enable data
sharing. This would involve defining a set of common technical terms and sharing data in a
common language. Such classification systems are widespread throughout every specialty and
field. For example, within a disease context, the Systematized Nomenclature of Medicine- Clin-
ical Terms (SNOMED-CT) is a set of medical terminologies created by the College of American
Pathologists (CAP) designed specifically as inputs into electronic medical records. Another ex-
ample is the International Statistical Classification of Diseases (ICD), which are classifications
designed for outputs or reports and are compatible worldwide.

With increasing globalisation, it becomes more vital to design processes with cross-border data
sharing in mind. As individuals move across the globe, the use of international standards would
enable better communication among stakeholders, improve interoperability and increase pa-
tient access to their own data.

ITtoIT

IT interoperability is an important topic, and HIMSS has defined four different interoperability
levels: Foundational, Structural, Semantic and Organisational. Foundational interoperability
relates to the ability to transfer data between systems without changing it. Organisational
interoperability refers to the regulations that enable this exchange; for example, policies be-
tween organisations. Structural interoperability refers to the standardisation/structuring of
data that can be interpreted across systems, such that a receiving system is able to recog-
nise and perform specific functions, such as detecting specific data fields. One commonly
utilised framework for this is the Fast Healthcare Interoperability Resources (FHIR), an open-
source standards framework for healthcare data that builds off a previous standards frame-
work called Health Level 7 (HL7). FHIR was created to move healthcare data across systems. It
can organise healthcare data, provide a standardised structure for data analysis and structure
financial data and workflow data. Other well-known examples include Consolidated Clinical
Document Architecture (C-CDA) and HL7v2. Semantic interoperability elevates this concept
by enabling data exchange whilst retaining the same level of information; for example, DICOM
and non-DICOM formats for images.


https://www.ibm.com/sg-en/topics/interoperability-in-healthcare
https://www.ibm.com/sg-en/topics/interoperability-in-healthcare
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With the foundations for a strong data sharing arrangement in place, stakeholders can progress
to maximise interoperability. There are numerous strategies that can be undertaken to achieve
different interoperability levels simultaneously. The Observational Health Data Sciences and In-
formatics (OHDSI) approach converts data from different sources into a common format, which
they call the Observational Medical OQutcomes Partnership (OMOP) CDM (Common Data Model).
A slightly different approach is to set clear standards for data format and data types from the
very beginning of the research process to drive automation, which the Clinical Data Interchange
Standards Consortium (CDISC) has endeavoured to do.

How to start

Start small

Rather than rushing into building a costly data arrangement, it would be advisable to first come
up with a strategy and a framework that lines up with the organisation’s aims and long-term
goals. Even before designing the technical framework, engagement with stakeholders is essen-
tial. Having conversations about the requirements and expectations of the system will better
future-proof and therefore reduce the cost whilst increasing the versatility of it.

Build trust and confidence

Reinforcing trust and empowering users through proactive stakeholder engagement and
community building is important to facilitate data sharing and help maximise the value of
data re-use. Genomics England sets an excellent precedent with their Patient and Public In-
volvement (PPIl) Networks that provide feedback on patient information literature and con-
sent processes; and public engagement events which hold several events, debates and talks
around the country.

Collaborate with natural partners first

Making the decision to share data is straightforward; there is a myriad of evidence showcasing
the benefits of doing so. However, determining whom to share that data with can be daunting.
The most sensible approach would be to start with entities and organisations you know, where
relationships have already been formed due to natural interactions in the field of work, i.e., nat-
ural partners.


https://www.ohdsi.org/data-standardization/the-common-data-model/
https://www.cdisc.org/standards
https://www.cdisc.org/standards
https://www.genomicsengland.co.uk/about-genomics-england/how-we-work/patient-and-public-involvement/
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BUILDING TRUST TO
ENABLE DATA SHARING

Meaningful data sharing can only take place in a trusted environment where there are clear
measures to safeguard the confidentiality, integrity and availability of information. The key com-
ponents of trust-building start with transparency of processes and common rules on how data
are shared, used, managed and protected. In each trusted environment and data sharing eco-
system, there must be a data regulator and governing entity that is responsible for maintaining
the integrity of data and managing their authorised use. The work of this authority involves
having clear communication with members of the public on news and updates about the data
sharing ecosystem, and timely communication when it comes to negative events such as data
leaks or cybersecurity incidents. The governing authority and stakeholders must commit to
building a trusted data sharing environment that prioritises the public’s interests - that is a key
component of building trust with the public.

Transparency

Transparency refers to the openness of all stakeholders involved in data sharing to make avail-
able all information that is necessary for a successful data sharing partnership. This includes
providing clear and publicly accessible information on how data are shared, managed and pro-
tected. For companies and institutions that are data users, clear procedures and guidelines
on data access help them to retrieve the data easily and promptly. This in turn can incentivise
them to peruse and use as much data as possible, thus maximising the value of shared data. In
addition, transparency includes disclosure of the intent of how the data are going to be used by
various stakeholders. The governing entity and data regulator needs to be consistent in the au-
thorised use of data to prevent miscommunication with data generators or patients whose data
are shared. This helps to maintain the confidence of the individuals in the data sharing system.

Consent

Trusted data sharing for health and healthcare data must be built on the understanding that
there is consent given for secondary uses of these datasets. Consent means awareness and
acknowledgement by data generators that the shared data can be used for a wider range of
ascribed purposes, other than for their personal healthcare services. The governing entity has
an important role to obtain consent and establish a clear and consistent consent protocol. The
process of obtaining consent should allow the individuals to exercise a range of control over
the sharing of their data - to decide what they want to share, what they do not want to share
and be clear that the shared data are used only insofar as their authorisation allows. In the most
ideal circumstance, individuals can choose ways in which their data can benefit others or the
healthcare services at large.

According to a Eurohealth report, patients ideally have to be informed of all the options avail-
able with regard to the use of their data at the point of registering to any primary care facility or
referral to secondary care. In addition, when the technology allows for it, individuals should also
be allowed to opt out from the data sharing environment at any point in time.

Having a governing entity with good governance and processes

A reliable, principled and impartial governing entity is a cornerstone of a trusted data sharing
environment and would encourage the participation and support of both the private and public
sectors for data sharing projects.


https://www.imda.gov.sg/-/media/Imda/Files/Programme/AI-Data-Innovation/Trusted-Data-Sharing-Framework.pdf
https://www.lse.ac.uk/lse-health/assets/documents/eurohealth/issues/Web-final-EuroHealth-v25n2-30.July.2019.pdf
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The governing entity would be responsible for consent related protocols, regulate the second-
ary uses of shared data and mitigate any form of risks that can jeopardise the shared data or
the trusted data sharing environment, which includes the potential risks of re-identification of
originally anonymised and/or pseudonymised data. In so doing, it would build long term trust
with the public and stakeholders of the health and healthcare data sharing ecosystem.

As data sharing expands in terms of scope and size, there are risks of exposing the identities
of data generators. For instance, if healthcare data are merged with insurance data and public
sources data, the re-identification becomes a real risk. The governing entity must strike a deli-
cate balance between sharing large amounts of data and reducing the risk of re-identification.
While such risks cannot be eliminated entirely, a governing entity should focus on the manage-
ment of these risks.

The de-identification mechanism in Germany would be a good example. The German Institute
for Medical Documentation and Information (DIMDI) performs double-pseudonymisation to all
claims data received from the National Association of Statutory Health Insurances and the Fed-
eral Office for Social Security. DIMDI provides anonymised data to all recipients legally entitled
to receive routine data for fulfilling their responsibilities and can provide pseudonymised data
upon a separate application.

When established and mature, the governing entity should be leading at the forefront of data
sharing initiatives and encouraging the participation of more non-governmental stakeholders
such as private companies and the academic community to foster a more progressive health
and healthcare data sharing ecosystem. As the ecosystem matures and with more data sharing
between a wide range of stakeholders, the trust among stakeholders may become more ten-
uous and they may be concerned about the use of their shared data by other entities. As the
system becomes more complex, the governing entity’s role as an intermediary, an honest broker
and at times a mediator becomes more important.

ooo

An ideal governing entity: learning from Finland and New Zealand

Based on our discussion thus far, an ideal governing entity would embody the role of the administrator
of data sharing mechanisms, the technical expert who can safeguard and guarantee the integrity and
quality of data shared as well as the leader of data sharing initiatives who can establish connections and
collaborations necessary to encourage better participation from various stakeholders.

We can find examples in Finland and New Zealand as the closest approximation to our ideal entity.

In Finland, Findata exists as a one-stop portal that manages the secondary uses of social and health data.
Findata collects and safekeeps all sensitive data from various registries in Finland and restricts access to
authorised users. It also anonymises the data collected, and in doing so, it maintains a secure environment
for data sharing in the country. In addition, it becomes the only entry point to access data for secondary
purposes, which centralises and speeds up the process to obtain data use permits for any parties inter-
ested.

In New Zealand, NZStats serves as the governing entity over the country’s Integrated Data Infrastructure
(IDD. The IDI contains de-identified health and social data collected from non-profit organisations, gov-
ernment agencies and surveys. Upon integrating the data collected, NZStats de-identifies the data and
makes that available for secondary uses by researchers.



http://www.aegle-uhealth.eu/imagem/Final Report.pdf
https://www.stats.govt.nz/integrated-data/integrated-data-infrastructure/
https://findata.fi/en/
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Liaising with stakeholders to establish and maintain a trusted data
sharing environment

At the inception stage of a data sharing initiative, the lack of trust among relevant stakeholders
may be present due to the lack of information about the potential benefits that healthcare data
sharing may bring. Thus, one way to build trust is through involving as many stakeholders as possi-
ble in the creation of a trusted data sharing environment, so that everyone has their interests repre-
sented in data sharing endeavours. This is once again to drive the point that the main beneficiaries
of the shared data are the stakeholders in the data sharing ecosystem and members of the public.

In addition, a governing entity needs to communicate measures in the case of disruption and
other unexpected issues that may jeopardise the shared data. The guarantee that there are mech-
anisms set in place to mitigate security risks serves as a reassurance to all stakeholders, especially
the individual data generators, that their data are handled wisely and with utmost discretion.

40

How you manage your data security breach says a lot about whether you’re
going to earn trust or lose trust.

2o

The governing entity must also seize opportunities during events, such as the COVID-19 pandem-
ic, to strategically advocate for the value of sharing data, and showcase not only the need but also
the capacity and readiness to expand or kickstart data sharing initiatives. This would be useful es-
pecially in countries and communities that are still sceptical or lukewarm about the possibility of
establishing a trusted data sharing environment. Seeing how consequential health and healthcare
data sharing has been in the process of managing and reducing the spread of COVID-19, there can
be a strong case to be made on how data sharing is no longer good to have but an imperative if
we want to bolster our healthcare services, especially in the face of events like a pandemic.

40

We also need to be savvy enough to have opportunistic communication
in situations where we capitalise on the kind of public health emergency
situation and use that to strengthen [data sharing initiatives].

2o

Finally, once the governing entity and relevant regulations have been set up, clarity in terms of the
purpose and value of data sharing must be established with members of the public. Thus, govern-
ing entities need to engage members of the public right from the beginning of the data sharing
initiative to improve public awareness of the architecture and mechanisms of the system. With
time, governing entities would need to maintain and upkeep communication and engagement
efforts with members of the public on the latest news and updates about the data sharing eco-
system. This is especially important against the backdrop of incidents that may negatively impact
public perceptions and trust in data sharing, such as data leaks or hacks.

In conclusion, a trusted environment is built upon the values of transparency and consented use
of data. A governing entity is needed to uphold these values and has to be established from the
earliest stage of data sharing endeavours as an impartial body that seeks to balance the interests
of different stakeholders.
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ENCOURAGING THE USE OF SHARED DATA
TO DRAW OUT THE VALUE OF DATA

It is important for those who are responsible for putting in place a more progressive model of
data sharing to understand the incentives that can help to drive stakeholder utilisation of shared
health and healthcare data so that value can be harnessed. To understand and communicate the
needs and aspirations of various stakeholders, it is useful to think in terms of stakeholder groups
- individuals, companies and governments/regulators.

Helping individuals to share data

It is often assumed that people are naturally reluctant to share their health data for secondary
uses. However, this assumption appears to stem from the lack of engagement with members of
the public. In Australia, a study reveals that half of the respondents thought that their healthcare
data are already used for medical research without their explicit consent. Another study reveals
that most respondents agree that their data should be used for health services research. This
shows that individuals are more generous and willing to share their data for secondary purposes
than previously expected.

Furthermore, people are keen to see tangible rewards and benefits for their participation in cer-
tain initiatives, including data sharing projects. Direct incentives, especially those that come in
the form of monetary benefits, help people to put a value to their data sharing. If individuals see
that their data are highly valued and beneficial for them, they are more likely to share their data.

Making positive behavioural changes to #LiveWithVitality

AlA Vitality is a health and wellness programme that encourages members to know their
health, improve their health and get rewarded with an extensive suite of partner rewards and
benefits. Members earn Vitality points for every healthy choice they make, such as going for
a basic health screening and submitting their results, clocking steps and tracking runs with
supported fitness devices/apps and going to partner gyms for workouts.

For example, members are encouraged to go for a basic health screening every year to track
four key health metrics - body mass index, blood pressure, cholesterol and glucose. By sub-
mitting the results for these four metrics, members will earn 2,000 Vitality points. If the results
are in the healthy range, members will earn up to an additional 4,000 Vitality points. Members
can also opt for advanced health screenings such as mammograms and colon cancer screen-
ings to keep their health in check and submit their results to earn more Vitality points.

The more Vitality points they earn, the higher the Vitality status and the more rewards they
can unlock with AIA Vitality.



https://pubmed.ncbi.nlm.nih.gov/22306206/
https://rdcu.be/cIdsa
https://myaia.aia.com.sg/en/vitality/home.html
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There are also indirect benefits of data sharing that individuals receive when they share their
data to integrated healthcare data portals like HealthHub and Health Buddy in Singapore, where
they benefit from the seamless and integrated repository of their health data that includes test
results, vaccination and medication records, doctor’s appointments as well as hospital bills. These
healthcare portals help to make healthcare services more accessible to individuals and make it
more convenient for them to make appointments at different hospitals. In addition, the shared
healthcare data also enables continuity of care by healthcare providers from different institutions,
bringing value to the individual patients.

Encouraging companies and healthcare providers to share data

Organisations - for-profits and non-profits alike - also stand to benefit from data sharing in
healthcare in several ways. Firstly, the wealth of data available via data sharing initiatives allows
healthcare providers to provide good continuity of care for patients across various care settings.
Secondly, shared health and healthcare data enable companies and regulators to conduct more
rapid and efficient Health Technology Assessments (HTA) to determine which medical devices,
medications and treatment modalities are most cost-effective and efficacious for the needs of
the community. Health and healthcare data sharing in basic science research also promotes and
hastens the advancement of medical science and research to combat diseases.

When healthcare providers share patient data with one another, physicians are better able to
make a more complete assessment of the patient’s conditions and more quickly determine the
most appropriate treatments at the earliest possible juncture. Scaled up across the health sys-
tem, this will allow our limited healthcare resources to be spent and allocated more efficiently.
When data sharing across healthcare providers becomes more widespread and starts to include
outcomes data, that is where the health system can better understand which treatments and
interventions are the most cost-effective.

40

Clinical outcomes are really useful to help improve cost-effectiveness of
interventions. That’s something that real-world data can really drive, not
only better use of facilities but also specific interventions, [especially] the
right mix of interventions.

2o

On top of that, data sharing is also essential to help companies understand the state of the dis-
eases and the needs of each country and community. An example would be EUnetHTA which
has pioneered data sharing in HTA within the EU. EUnetHTA has the EVIDENT Database which
houses information on requests or recommendations for Post-Launch Evidence Generation
(PLEG) made by EUnetHTA partners after the initial HTA. In its pilot project, health regulatory
agencies from various EU member states collaborated to share post-launch data that each col-
lected at national-level to identify gaps in the currently approved treatments. Companies bene-
fit because the wider base of data lessens the costs of acquiring information. Sharing data also
reduces the duplication of similar research being conducted by different companies, and helps
companies be more efficient when conducting literature searches and preparing regulatory pa-
perwork needed to launch healthcare products in any given jurisdiction. At a systems level, this
would translate to more affordable treatment alternatives that are available in a timely manner.


https://www.healthhub.sg/
https://www.singhealth.com.sg/patient-care/patient-visitor-info/health-buddy-app
https://www.eunethta.eu/

RESPONSIBLE DATA SHARING IN HEALTH AND HEALTHCARE

Finally, academic research institutions would greatly benefit from embarking on a large-scale
data sharing initiative to gain insights on topics affecting large populations and requiring swift
responses. An example would be the joint effort to monitor clinical data of patients infected
with tuberculosis (TB) and the genetic sequences of the mycobacterium strain that the person
has. The real-time data sharing between research institutes in the Southeast Asian region Com-
prehensive Resistance Prediction for Tuberculosis: an International Consortium (CRyPTIC) has
enabled the research on TB advances in five different areas: the identification of new strains,
especially those that are resistant to antibiotics; the creation of diagnostic tools that are more
savvy and accessible, which ideally can diagnose the specific type of infecting strain and thus
help to narrow down the treatments at disposal; the mapping of TB, in terms of its geographical
and demographical spread to quantify and make sense of the scale of the issue; the evaluation
of strategies implemented in different countries to detect and respond to TB cases; and finally
the establishment of a database for improving TB care. This collectively shared repository of
data allows for a more focused and concerted effort to fight against TB cases in the region, and
enables prioritisation of a research agenda to fight certain strains of TB or outbreaks that occur
in certain localities. Researchers in other areas should consider emulating this model of data
sharing so that research efforts can be more targeted and collaborative in nature, and better
meet the needs of the patients and their communities.

Structural adaptations within government bodies to allow easier data
sharing

Governments play an important role to serve the public good. One of the biggest value prop-
ositions of data sharing for government bodies is to improve the quality and cost-efficiency of
healthcare services. To allow data-driven policymaking to guide the provision of trustworthy,
quality and cost-efficient healthcare services, governments must first have comprehensive,
timely and high-quality health and healthcare data.

Firstly, governments should handle and use healthcare data in a manner that is open to inqui-
ry and use by members of the public. Naturally, there is hesitancy in making healthcare data
open to access due to uncertainties and concerns related to how the data are going to be used
and analysed by members of the public. However, a transparent and accessible repository of
healthcare data enables faster and trusted decision making especially during a public health
emergency like the COVID-19 pandemic, as members of the public become cognizant of the
steps that the government has undertaken and how the resources have been allocated thus far.
Likewise, for government bodies, open data is a strategic way to bolster communication efforts
with members of the public. Thus, government bodies need to establish a system whereby
health and healthcare data, at an anonymised/de-identified state, should be pooled and publicly
shared as much as possible.


http://www.crypticproject.org/
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Enabling informed decision-making with Malaysia’s COVID-19 GitHub

In Malaysia, the shared data on bed occupancy rate and the number of COVID-19 active cases have helped
government officials and healthcare providers to map out the trends and the spread of the disease in
different parts of the country more easily.

The data are pooled from various contributors including the Crisis Preparedness and Response Centre
(CPRC) and CPRC Hospital System, Makmal Kesihatan Awam Kebangsaan (MKAK, or the National Public
Health Laboratory) as well as MySejahtera, a mobile app developed as a COVID-19 surveillance tool. The
aggregated data allow for a bird’s eye view of how each state fares against the disease, and thus it helps
the decision makers at the national-level strategise on how resources should be allocated.

In addition, the open data repository on GitHub also becomes the basis for a one-stop informative web-
site that communicates how the government handles the pandemic. The COVIDNOW website by the
Malaysia Ministry of Health and COVID-19 Immunisation Taskforce presents neat and intuitive infographics
that inform Malaysians and the international audience alike on the rate of healthcare services utilisation,
number of active cases and most recently, vaccination rate.

-
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In addition, data sharing by healthcare providers allows stakeholders and resource owners to
ascertain the levels of utilisation and consumption of healthcare services by the public. This al-
lows stakeholders to identify segments of the population that may have underutilised healthcare
services - these could be economically or geographically vulnerable groups that have not been
able to access healthcare services easily. These groups are at risk of suboptimal health conditions
due to their under-utilisation of healthcare services. Government entities and healthcare providers
can harness the power of shared health and healthcare data beyond the conventional electronic
health records to glean greater insights on patterns of inequity that exist in the society.

Thus, an important step at the inception of a trusted data sharing environment is ascertaining
the interests and aspirations that stakeholders plan to fulfil through their participation in the
data sharing project. This would allow the governing entity to communicate the value and ben-
efits of data sharing strategically. Finally, when stakeholders realise the value of data sharing,
they will be more likely to be active participants in the data sharing initiative.


https://covidnow.moh.gov.my/

CONCLUSION:
A WAY FORWARD
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The steps outlined in this White Paper - such as establishing a framework for data sharing and setting up a national
digital health agency - are some of the practical actions that stakeholders can take to progress towards a more pro-
gressive and responsible data sharing ecosystem for health and healthcare data. Moving forward, there are several
guiding principles and key considerations for stakeholders to keep in mind when implementing these recommenda-
tions in order to foster cross-border data sharing that is premised on the values of equity, trust and public good.

Data sharing is a means to an end

Progressing towards a responsible data sharing eco-
system, while important, is not the ultimate end goal.
The goal is to help everyone receive quality, accessible
and timely healthcare services as well as optimise ev-
eryone’s health. This means that the architecture and
the goals of the data sharing environment must be us-
er-centric, equitable and geared towards addressing
the healthcare issues and needs on the ground. Having
a shared understanding that data sharing is one of the
means to the end gives clarity to stakeholders on the
need to establish a common vision and value-proposi-
tion for this joint effort.

Ensure that everyone at the table has a
stake in the success of the ecosystem

An important aspect of every stage of this journey to
create a trusted data sharing ecosystem is active involve-
ment from all stakeholders to ensure that the framework
created is accessible and useful for all. It is important that
all stakeholders at the table are vested in the ecosystem’s
success, contribute meaningfully to the process and hold
the view that the success of the data sharing ecosystem
will create value for them.

&R

Build trust and safeguard the public’s
interest

Trust is hard to earn but easy to lose. Trust can be built
among stakeholders by building a common framework,
showing early successes, maintaining clear lines of com-
munication and being transparent. In addition, ensuring
equitable use of the data sharing ecosystem, generating
value for vulnerable populations in the society and con-
stantly safeguarding the system with the public’s inter-
est at heart are actions that help to provide the moral
compass and add to the longevity of the data sharing
ecosystem.

Take action

A journey of a thousand miles begins with a single step.
Distilling the wisdom from our roundtable experts who
gave their advice so generously and freely: start small,
focus on building trust and collaborate with the natural
partners that you are already working closely with first.
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